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00 o0ecneyeHMHU 6€30IIACHOCTH ABTOMATH3UPOBAHHOM
UHG(OPMALMOHHOH CHCTEMBI B
MyHununajabHOM Ka3éHHOM o0meodpa3zoBarejibHOM yupesxkaeHun llenexoBckoro paiiona
«HavaapHas mKoJa-gerckuii cag Ne 10»»

1. Obuwue nonosicenusn

Hacrosimee Ilomokenwe — ompenmensier  TpeOoBaHMA 1O  OOecTedyeHHI0  0e30MacHOCTH
aBTOMAaTU3UPOBAHHOW HHpOpManMoHHON cucteMbl (nanee - AWMC) MyHunumaabHOTO Ka3€HHOTO
obureoOpaszoBarensHOro yupexaeHus lllenexosckoro paiiona «HavanbHas mikona-gerckuii cag NelO»
(manee — Oneparop).

AUC mnpencraBnsger coboit IT-cucremy, mpeaHazHaYeHHYIO IS aBTOMATH3allMK IIPOIIECCOB
dbopmupoBaHus, oOpabOTKM W aHamW3a WHEGOPMAIMK IO OCHOBHBIM HAMPABJICHHSAM JIEATEIHHOCTH
Oneparopa.

OcHoBHBIMH (DYHKITMOHATBHBIME BO3MOXKHOCTIME AVC Oneparopa sBISIFOTCS:

e (opmupoBaHue, XpaHeHHE M OOHOBJIEHHWE CBEIECHUN O CTPYKTYpe MOApa3JeICHUN, Tpynmn
Oneparopa;

e (opmupoBaHue, XpaHeHHE U OOHOBJICHHME CBEICHUN O TMEJArOrMYecKOM COCTaBE W HWHBIX
COTpYIHHKAX nojpasnenenuid Oneparopa;

e (opmupoBaHue, xpaHeHHE M OOHOBJIEHHWE CBEIECHUN OO0 HMHIUBUAYAIbHBIX IUIAHAX PabOTHI
MeJarorunyeckoro cocTaBa;

e (opmupoBaHue, xpaHeHHE M OOHOBJIEHHWE CBeIEHUH OO0 y4yeOHOM IUTaHE M HMHBIX IIJIaHaX
Oneparopa;

e (opmupoBanue, XxpaHeHUE U OOHOBJICHHUE CBEICHUN O HAarpy3Ke MeJarornyeckoro CocTaBa;

e (opmupoBaHue, XpaHeHHE U OOHOBIEHHE CBEICHHM O HAy4YHOM U Yy4eOHO-METOJAUYECKOU
nuTepatype (MEeToauYecKue peKOMEHIaluu, y4yeOHble MocoOus, MoHorpaduu, TyOIUKaluH,
MHOE), BKIII0Yas pa3pabOTKH MeJarornuyeckoro cocTana;

e (opmupoBaHue, xpaHeHHE U OOHOBJICHHWE CBEJIECHUN O BOCIHUTAHHUKAX, OOYYAIOIIUXCS M HUX
3aKOHHBIX MPEJICTABUTEIISX;

e (opmupoBanue, XxpaHeHHe U OOHOBIIEHHE CBEACHUHN O pe3ybTaTax 00pa30BaTeIbLHOTO MPOIIecca;

e aHanuTHuecKas 00paboTka HHGOPMAIIUU O MTPOBEACHUH 00pa30BaTEIHHOTO MpOoIlEcca.

B kauectBe undopmarmu, noanexanieit 3amure B ALC Oneparopa, paccMaTpuBaroTCs:

¢ T[ICPCOHAIBHBIC JAHHBIC ICAAIOTHYCCKOTO COCTaBa U HMHBIX COTPYAHUKOB,

¢ TICPCOHAILHBIC JAHHBIC BOCIIMTAHHUKOB, 06yqa}01u1/1xc5{ B TOM 4YHUCJIC U JaHHBIC 00 UX 3aKOHHBIX
MMPpCACTABUTECIIAX,

¢ T[CPCOHAIBHBIC NAHHBIC COTPYIAHUKOB aIMUHUCTPATUBHO -X035MCTBEHHBIX HOHp&SIICJ'ICHHfI.

IIpu obecriedeHnn OE30MACHOCTH TEPCOHANBHBIX JAHHBIX B  WH(MOPMAIMOHHOW cUCTEME
Omneparop pyKOBOJCTBYETCS CIEAYIOIIUM: BBIOOP CPEACTB 3allUThl HHPOPMAIMH IS CHUCTEMBI
3alUThl TIEPCOHAIBHBIX JaHHBIX; OTPEACTICHNE TUIA yIpo3 OE30MACHOCTH MEePCOHATBHBIX JaHHBIX,



aKTyaJIbHBIX JUI UHPOPMAIIMOHHON CUCTEMBI; YCTAHOBJICHHUE U 00ECIIEYeHNE YPOBHS 3alIUIIEHHOCTH
NEPCOHANBHBIX B HMH(POPMAITMOHHON cHucTeMe Npou3BoauTcs OmnepatopoM B COOTBETCTBUH C
TpeboBanusiMH K 3alIUTE NEPCOHATBHBIX JAHHBIX MPH UX 00paboTKe B MHPOPMALMOHHBIX CHCTEMAax
[IEPCOHAIBHBIX JAHHBIX, YTBEPXKAEHHBIX nocTaHoBiIeHUeM [IpaButensctBa PD ot 1 HOoAOpst 2012 1. N
1119.

OCHOBHBIMHU TpyIIIaMU YTpoO3, Ha MPOTHUBOCTOSHUE KOTOPHIM HAIpPAaBJIEHbI L€ U TPeOOBAHUS

0e30MMacHOCTH, SBJISIIOTCS:

YIpo3bl, CBS3aHHBIE C OCYIIECTBICHHEM HECAHKIMOHHPOBAHHOTO JOCTyNa (O3HAKOMIJICHHUS) C
nHpopManueH, coaepKallell CBeICHUS O MEePCOHATBHBIX JaHHBIX PAOOTHUKOB M BOCIIMTAHHHUKOB,
oOyyaromuxcst mpu ee 00paboTKe U XpaHEHUH;

YIpO3bl, CBSI3aHHBIC C HECAHKIMOHWPOBAHHBIM KOIUPOBAHWEM (XHIEHUEM) HWHPOPMAIUH,
coJiepKaIeil CBeJCHUs O IEPCOHAITBHBIX JJaHHBIX PA0OTHUKOB M BOCITUTAHHUKOB;

YIpo3bl, CBS3aHHBIE C OCYIIECTBJICHHEM JOCTyNa K HWH(QOPMAIUH, COIEpKAIlleil CBEACHUS O
MEPCOHATBHBIX JAHHBIX PAaOOTHUKOB M BOCIIMTAHHUKOB, 0€3 pa3pelIeHus Ha TO €€ BIajelbla
(cyObekTa rnepcoHaIbHBIX JTAHHBIX);

YIpo3bl, CBSI3aHHBIE C HAPYHICHWEM IOpsAKa JOCTyNa K WH(OopMaImu, coaepKaieil CBEJIeHUs O
MEPCOHAIBHBIX JIAHHBIX PA0OTHUKOB W BOCIHUTAHHHUKOB, TIepeAaBacMOl 3aWHTEPECOBAHHBIM
JIIIaM;

yIpo3bl, CBSI3aHHBIE C TIEpEeXBaTOM HWH(POPMAIUH, COACPKAIICH CBEICHHS O IEePCOHATBHBIX
JTAHHBIX PA0OTHUKOB W BOCIUTAHHHWKOB, W3 KAHAJIOB TEPeavyd JAHHBIX C HCIOJb30BaHUEM
CHEIMATN3UPOBAHHBIX MPOTPAMMHO-TEXHUIECKHX CPEJICTB;

YTPO3bl, CBS3aHHBIC C MOTEpel (yrpaToil) MHPOpPMAIIUU, COIEpIKaIIeH CBEIEHNUS O TIEPCOHATBHBIX
JaHHBIX PAOOTHUKOB M BOCIHUTAHHUKOB, BCIEACTBHE CcOOEB (OTKAa30B) NIPOrpaMMHOTO U
amnmapaTHOro o0ecIreueHus;

yIpo3bl, CBSA3aHHBIE C BHEJIPEHHEM KOMIIBIOTEPHBIX BHPYCOB U JAPYroro BPEIOHOCHOTO
MIPOTPaMMHOTO 00€CTICUCHNS,

YTpO3bl, CBA3aHHBIE C OCYIIECTBIEHUEM HECAHKIIMOHUPOBAHHBIX MH(GOPMAITMOHHBIX BO3JAEHCTBUI
(HampaBJICHHBIX HA «OTKa3 B 0OCIY)KHBAaHUW» YISl CEPBUCOB, MOIU(DHUKAINIO KOHPUTYPAITHOHHBIX
JTAHHBIX TTPOTPAMMHO-ANNaAPaTHBIX CPEJICTB, MOAOOP ayTeHTU(UKAITMOHHOW HHPOPMAIIUH U T.I1.).

(DYHKI_[I/IOH&HI)HI)IC Tpe6OBaHI/I${ 0€301I1aCHOCTH 0XBAThLIBAIOT:

TpeOOBaHMUS K OCYIIECTBIICHHUIO aynuTa 0€30MacHOCTH;

TpeOOBaHUs K 00ECIICUEHUIO MTOJIMHHOCTH CyOBEKTOB 0OMeHa HH(POPMAITUEH;

TpeOOBaHUS K KPUNITOIPahUIECKO MOICPIKKE;

TpeOOBaHMs K 3amure HHQOpMAlUK, COACPKAICH CBEICHUS O IEePCOHAIBHBIX JIaHHBIX
pabOTHHUKOB ¥ BOCITUTAHHUKOB;

TpeboBaHus K UACHTU(UKALKU U ayTeHTUuuKanun nojis3osareneit AUC;

TpeOOBaHHUS K YIIPABJICHUIO 0€30IaCHOCTHIO;

TpeOOBaHHUS K 3aIIUTE CUCTEMbI 0€301TaCHOCTH.

2. Ocnosnvte hynkyuonanvusle 6o3moxcnocmu AUC, ceazannsle
c obecneuenuem de3onacnocmu (3augumoi ungopmayuu)

2.1. 3amura JaHHBIX 0JIL30BATEIS
AWC pomkHa OCYIIECTBIATh (PYHKIUUM M TOJUTHKY W30HpATEIbHOrO (IUCKPELHOHHOTO)

YIIpaBJICHUA JOCTYIIOM. I/I36I/IpaTeJ'IBH06 YIIpaBJIICHHUEC JOCTYIIOM JOJIKHO ITPEAOCTABIIATL BO3MOKHOCTD
OTpaHU4YMBATL U KOHTPOJHUPOBATH OOCTYIl K CUCTCMC H K I/IH(I)OpMaI_II/II/I, conep;xameﬁ CBCIACHHUA O
NEPCOHAJIbHBIX JaHHBIX.

Kaxnpiii [Tonb3oBarens, meiTaromuiics monyduth Aoctyn k AVC, cHauama HOMKEH MPOXOAUTH

npoueanypy I/I,Z[eHTI/I(bI/IKaL[I/II/I n aYTeHTI/I(i)I/IKaLII/II/I, a 3aTceM, IpHU MNONBITKAX MOJYYCHHUA OOCTYyIa
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aKTHBaM, — aBTOPU3AIIO, T.€. IPOBEPKY paspemeHuii [lorp30BaTens Mo OTHOMICHUIO K KaKOMY-JINOO
3alUIIaEMOMY aKTUBY.

B AUC poctyn x uHbOpManuu IODKEH OBITH pa3pemieH TOJBKO YIMOJHOMOYEHHBIM Ha 3TO
[Tonws3oBarensim. Moaens 3amutel AVC pomkHa BKIIOYATh KOMIIOHEHTBI, KOTOPBIE PEAIU3YyIOT
KOHTpPOJIb CYOBEKTOB JIOCTyNa, MACUCTBUH, NPEANPHHUMAEMBIX KOHKPETHOW CYIIHOCTBIO TIO
OTHOIICHHIO K 00BEKTY JIOCTYIIA.

Kaxnpiit 06bexT nocrymna, npencraBieHHbid B AVC, momkeH ObITh 0OJHO3HAYHO ACCOIMMPOBAH C
HaO0OpoOM aTpuOYTOB OE30TIACHOCTH, OMPEACISIONUX 0E30MMaCHOCTh 3alluiaeMoro oobekTa. JlaHHBIHI
Habop aTpulOyTOB MODKEH (POPMUPOBATHCS IPU CO3AAHUU OOBEKTA M BIIOCIECICTBUH MOXET MEHSTHCS.
H3MmeHeHne WX 3HAYCHUU JIOJDKHO OBITH OOecredeHo Toybko I[lonb30BaTeNsiM, MMEIOIIMM CTaTyC
BJIa/IeTIb1a OOBEKTA, a TAKKE CYOBEKTaM, KOTOPBIM IIPEI0CTaBIEHBI COOTBETCTBYIOIINE [TOJTHO MOYMS.

[IpaBa gocrtyna cyObeKTOB K OOBEKTY JOJIKHBI ONPEENIATHCA MOCPEICTBOM CIHCKA YIPaBICHUS
noctynoM. CHHCOK yIpaBieHHUs JOCTYIOM JIOJDKEH BKIIIOYATh IMEpPEYeHb MOJb30BaTelield, KOTOPHIM
pasperieH J0CTyl K 00bEKTY, a Tak)Ke Habop JOMYCTUMBIX HaJl OOBEKTOM JIEHCTBHIA.

2.2. Aynut coObITHIi 6€30MacHOCTH

AUC pomxna oOecneunBaThb HAOOp CpENCTB ayAMTa, NpeJHA3HAYEHHBIX MJII MOHUTOpPUHIA
1 oOHapy)XeHUs HeKeJaTeJbHbIX YCIOBHUIM, KOTOPbIE MOTYT BO3HHKHYTh, & TaKXKe COOBITUH, KOTOpbIE
MOTYT TPOU30NTH B cUCTeMEe. MOHHUTOPHHI OTHOCSIIMXCS K O€30MacHOCTH COOBITUH JOJDKEeH
MO3BOJISITH ~ OOHapy)KMBaThb  HapyliuTenaedl  0e30macHOCTH, a TaKKe  BBISBISTH  MOMBITKU
HecaHKIMoHUpoBaHHOro Aoctyna k AUC wnu gocryna k 3amuiaemoil uadopmanuu. B vactHocTH,
OTpeaessisl MOJUTUKY ayAuTa, YIOJHOMOUYECHHBIM aaMuHucTpatop AVC goinkeH mMeTh BO3MOYKHOCTD
OCYILIECTBIISITh AyJIUT TOJIbKO HEOOXOTUMBIX THIOB COOBITUH OE30MACHOCTH, TAaKUX KaK HEyJauHbIe
MIOTIBITKY TOAKIIFOUeHHs nojib3oBareneld k AVC. 3anuch pe3ysbTaToB ayauTa COOBITHI 0€3011acHOCTH
JOJI’KHA OCYLIECTBIISITHCSL B JKypHAJIbl PETUCTPALIMU COOBITHM ayAuTa, IOCTYN K KOTOPOMY JIOJIKEH
OBITh pa3pelieH TOJIBKO yrmojdHOMoueHHOMY ammuHuctpatopy AHNC. IIpocmoTtp KypHaioB
perucTpanmu  COOBITHIM ayauTa JOJDKEH BBIMOJHAETCS C  HCHoJb3oBaHueM cpencts  AUC
(cmenMamM3upPOBAHHBIX WHCTPYMEHTAJIbHBIX CpPEICTB). JlaHHBIE cpencTBa MOJKHBI IPEIOCTABISTH
BO3MOXHOCTh MOHUTOPUHIA M PETUCTPALMU TOJBKO T€X COOBITUN ayAuTa, KOTOPBIE YIOBIETBOPSIOT
3aJlaHHBIM KPUTEPUSM, YTO TMO3BOJHUT OrPAHUYUTH OOBEM JAHHBIX, COOMPAEMBIX O COOBITHSIX
0€30IaCHOCTH.

2.3. UnenTuukanus u ayreHTUHPUKAIUSA

AWC nomxHa TpeOOBaTh, 4TOOBI BCE CYOBEKTHI JOCTYNA YHUKAIBHO HJICHTH()HIIMPOBAIUCH U
ayreHTHHUIMpoBaTuch npu jgoctyne kK AMC ¢ momompi BBOJa HICHTH(GUKATOpA M IApOJIs.
Wnentudukanms 1 ayreHTU(OUKAIUS JODKHBI OCYIIECTBIIATHCS 10 BBITIOJHEHUSI CYOBEKTOM JOCTyIa
kakux-mu6o nevicteuii. AVC nomkHa moanep:kuBath ayreHTudukanuio [lonb3oBareneit BMecTe ¢ ux
aBTopm3anued. [IpemycmaTtpuBaercs, uro aBTropu3anus [losib3oBaTeneil MpencTaBiIseT HavalbHBIH
YPOBEHbB JIsl pa3perieH sl IOCTyIa K JIOKAIbHBIM M CETEBBIM PECypCaM.

ANC nomkHa obecrieurBaTh XpaHEHHE IMaposiel B mpeoOpaszoBaHHOM ¢opmare. AIC nomkHa
MPEJOCTABIATh CPEJICTBA YCHIICHUS O€30TMaCHOCTH MapoJjieid uepe3 HCIOJIb30BaHUE MEXaHH3MOB,
MO3BOJISIFOIIMX OTPEeUTh MUHUMAJBHYIO JUTHHY, BpeMsl AeWCTBUS (MUHUMATbHOE U MAaKCUMAIILHOE),
3a/1aTh TpeOOBaHNE YHUKAILHOCTH (HE MOBTOPSEMOCTH) M BpEMs CMEHBI MTapoJIsl.

ANC pomkHa TpenoCTaBIsATh MeXaHW3M OJOKHPOBAHHS YYETHOW 3allMCH TOJIB30BATENs IMOCIe
OTIpEJICIEHHOTO KOJIMYEeCTBA TOMBITOK BBOJA HEMPABWJIBHOTO MMEHHU W/WJH MapoJis MOJIb30BaTeNs J0
ee paszonokupoBanus agmMuHUcTpaTopoM AWC min mo ucTedeHUn BpEeMEHH JICHCTBUS, 3aIaHHOTO IS
CYeTYHKa OIOKUPOBKH.

2.4, 3amuTa cucTeMbl 0€30IaACHOCTH

AVWC nomkHAa TPENOCTaBIATh P  BO3MOXKHOCTEH st oOecredeHus 3alluThl CHCTEMBI
Oe3omacHOCTH. M30ms1us mpoieccoB U MOAMEpKaHUsI TOMEeHa 0€30MacHOCTH JTOJKHBI 00ecriednBaTh
Oe3omacHoe BbIMONHEHHE (GyHKIM cuctembl Oe3omacHocTd AMC. B03MOXHOCTH OCYIIECTBIICHUS
MEPHOIUIECKOT0 TeCTHUpOBaHUS cpeabl pyHkronnpoanus AVC (anmapaTHoO#l yacTH) U COOCTBEHHO
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camux QyHknmii cucrembl OezonacHoctd ANC momKHO oOecrednBaTh IMOJIEPKaHUE YBEPEHHOCTH
anmuanctparopa AUC B [ETOCTHOCTH M KOPPEKTHOCTH (YHKIMOHHPOBAHUS (PYHKIUN CHCTEMBI
0€30MacHOCTH.

3. OcnogHble PYHKUUOHANbHBLE 603MONCHOCHIU NOGLIUICHUSA HAOEHCHOCINU
AVC nomxHa o0OecrieynBaTh HAJSKHYIO 3aIIUTY JAHHBIX OT HENPEABUACHHBIX COOEB UM OTKA30B
CHCTEMBI, 00eCTIeunBas CIECAYIOMINE BOZMOKHOCTH IO MOBBIIICHUIO HAJIS)KHOCTH.

3.1. Pe3epBHOE KONUPOBaHME TAHHBIX

B AUC nomxHbl BXOOUTh CTAaHJAPTHBIE CPEACTBA MPEAOTBpAILEHUS IOTEPU JAAHHBIX U HX
BOCCTaHOBJICHUS! B Cllydyae BO3MOXXHBIX cOoeB. VMeroluecss cpeicTBa pe3epBHOTO KOMHPOBAHUS
JOJDKHBI TpeAocTaBisTh [lomp3oBarensiM BO3MOKHOCTh BBIOOpa PA3IMYHBIX CTPATErHid PE3epPBHOTO
KOIHMPOBaHHUS, 00€CIeUNBAIOIINX HEOOXOIMMBII YPOBEHb 3alIUThl JAaHHBIX B CIy4ae BO3HUKHOBEHHS
cboeB B pabote cucremsl, npu 3ToM llonp3oBaTensM JOKHA MPENOCTABIATHCS BO3MOKHOCTD
BBITIOJTHEHUS PE3EPBHOTO KONIMPOBAHUS JAHHBIX HA HECHEMHBIE U CbEMHBIE YCTPOMCTBA XPAHEHHUS.

3.2. BoccTaHoBJIeHHE CHCTEMbI

OyHKIMOHATBHBIE BO3MOXKHOCTH BOCCTAHOBJICHHS CHUCTEMBI JIOJDKHBI ITO3BOJISITH BO3BpAIIATh
AUNC B cocrosame, npenmectByromniee cooro. Ilpu 3tom B AUC He MOMKHO MPOUCXOIUTH MOTEPH
(G0 moTepu JOKHBI OBITh MUHUMAJIBLHBI) U NCKKCHHS JTaHHBIX.

3.3. CpencrBa agIMMHHUCTPHUPOBAHMS, YIIPABJIECHHUS U MOAIEPKKI

B cocra AUC nomkHbl ObITh MHTEIPUPOBAHBI TIpaduyecKue cpencTBa aJIMUHUCTPUPOBAHUS
W/WAM YTHIIMTBI KOMaHIHOW CTPOKH, oOecreunBaroiire 3PQeKTUBHOE MOJHOMAcHITabHOe U THOKOe
yrIpaBieHue (B TOM YKCIIE€ MOHUTOPHHT).

4. Cpeoa 6e3onacnocmu AHC
4.1. Mopaeau yrpo3, xapakrepubie 1jasa AUC

4.1.1. OcymecTBlIeHHE HECAHKIIMOHMPOBAHHOTO O3HAKOMJICHHS C TIEPCOHAIBHBIMU JTaHHBIMHU
PabOTHUKOB U BOCITUTAHHUKOB.

HMcTouHMKM Yrpo3bl — BHCITHUHN 37I0YMBIIIJICHHHK.

Crnioco0 (MeTox) peaju3aluu Yrpo3bl — repexsaT HHPOPMaIUKA U3 KaHAJIOB Mepeadn JaHHBIX C
HCIIOJIb30BAHUEM CTICIIHAIU3UPOBAHHBIX IIPOIPAMMHO-TEXHUYECKUX CPEJICTB.

Hcnoab3yemble yA3BUMOCTH — BO3MOXKHBIE HEIOCTATKA MEXaHM3MOB 3allIUThl HH(POPMAIIUU TIPH
ee mepenaye Mo KaHajaM Iepeaadd JaHHBIX, CBSI3aHHBIE C BO3MOYKHOCTHIO HECAHKIIMOHHUPOBAHHOT O
03HAaKOMJICHHUS C TepeaaBaeMoii nHMOpMaIeit TpeTbUX JIHII.

Bua wundopManum, NOTEHIUATBHO TOJABEPKEHHOW Yrpo3e — T[EPCOHANbHBIC JaHHBIC
PabOTHUKOB U BOCITUTAHHUKOB.

Hapymaemoe cBoiicTBO 6€3011aCHOCTH — KOH(UICHIIUAILHOCTb.

Bo3moxkHble mOC/eICTBUS peaqu3aliM  YIrpo3bl — HAHECEHHS MOPAIbHOTO  W/WIH
MaTepuanpHOro yiepba mnuiy, QuUrypupyomeMy B MepexBaueHHoW wuHpopManuu. Hanecenue
KOCBEHHOT'0 MaTE€pPHAIILHOTO yIepOa 00pa3oBaTeIbHOMY YUPEKICHUIO.

4.1.2. OcyiecTBiI€HHEe HECAHKIIMOHUPOBAHHOTO O3HAKOMJICHHSI C TEPCOHATbHBIMU JIaHHBIMH
pabOTHUKOB, BOCIIUTAHHUKOB U 00yJaromMXcs U UX Moaudukanus (B TOM YUCIE IOJIMEHA).

HcTounnku yrpo3sl — BHEIIHUNA 3710 YMBIIICHHUK.

Cnoco0 (MeToa) peanu3anuu yrpo3bl — repexnBar HHPOPMAIIUU U3 KaHAJIOB Mepeladn JaHHBIX C
WCIOJIb30BAaHHMEM CIEIHATU3UPOBAHHBIX MPOTPAMMHO-TEXHUYECKUX CPEACTB; MOAM(HUKAIUS (B TOM
qHclie IOIMEHA) MepexBauyeHHON HH(GOPMAIIMU U HaBSI3bIBaHHUE JIOKHOU WH(MOpMAIIUU.

Hcnoab3yemble yA3BUMOCTH — HEIOCTATKH MEXaHHW3MOB 3aIUTHI HHGOPMAIUH TIPU €€ Tmepeaaye
M0 KaHaJIaM Tepeaud JaHHBIX, CBS3aHHBIE C BOBMOKHOCTHIO HECAaHKIIMOHUPOBAHHOTO O3HAKOMJICHHS
1 Moaudukanuu (B TOM YHCIie IOIMEHBI) TiepeaBaeMoi nH(OpMaIIUK.

Bua wuHdopManuu, NOTEHIUATBHO TOJABEP:KEHHOW Yrpo3e — TMEpPCOHANbHBIC JJaHHBIC
pabOTHUKOB U BOCIIUTAHHUKOB.

Hapymaembie cBoiicTBa 0€30MacHOCTH — KOHOUICHIIUATHHOCTD, IIEIOCTHOCTD.
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Bo3moskHble MOC/IeICTBHSA  peaju3alMd  Yrpo3bl — HAHECEHUS MOPAIbHOTO  W/WIH
MaTepHalibHOTO  yiiepba Jumy, QurypupyromemMy B TMepexBaueHHOW HHGOpMAlMK — U3-3a
HECAHKIIMOHUPOBAHHOTO PACKPBITUS KOH(PHICHIMAIHHONH WHGOPMAMM WM PACHpPOCTPAHEHUS
pPacKpBITBIX  JaHHBIX. HaHeceHMe  KOCBEHHOTO  MaTepHajbHOTO  ymepOa  JOUIKOJIBHOMY
00pa30BaTEILHOMY YUPEKACHUIO.

4.1.3. Hapymenue IOCTYITHOCTH, yTpaTa MM HCKAKEHUE NPEAOCTAaBISEMBIX MNEPCOHATBHBIX
JTAHHBIX Pa0OTHUKOB, BOCIUTAHHUKOB M O0YUYaIOIIMUXCs BCIEACTBUE CO0EB (O0TKa30B) MPOTPAMMHOTO U
anmnapaTHOro 0OeCre4eHusI.

HcTouyHnKkH yrpo3sl — IpOrpaMMHOE | ariapaTHoOe oOecrieueHue.

Cnoco0d (Meron) peaam3anum yrpo3bl — cOou (OTKa3zbl) HPOTPaMMHOIO M aIIapaTHOro
o0ecrieueHusI.

Hcnoab3yemble YA3BUMOCTH — HEJIOCTATKA MEXaHU3MOB O0ECIIEUEHHS TOCTYITHOCTH TpeOyeMoi
nHpOpMAIINY, CBS3aHHBIE C BO3MOXKHOCTBIO OJOKMPOBAaHWS TPEAOCTaBICHHUS WHGOpPMAMKA Ha
HE/IOIYCTHUMOE BpeMSI.

Bun wundopManun, NOTEHUHATbHO TMOABEPKEHHOH Yrpo3e — TE€pPCOHAIBHBIC J[AHHBIC
pabOTHHUKOB ¥ BOCTIHTAHHHUKOB.

Hapymaemoe cBoiicTBO 6€30I1aCHOCTH — JIOCTYITHOCTD, IOCTOBEPHOCTb.

Bo3moskHbIe MOCJIEACTBUS peaju3alui Yrpo3bl — HapylIeHHe CO CTOPOHBI 00pa30BaTEILHOTO
YUPEXKJIEHUS B3STHIX Ha ce0s 00s3aTeNbCcTB MO 00pabOTKE MEPCOHANbHBIX JAHHBIX PAaOOTHUKOB H
BOCIIHTAaHHUKOB W MOJKET TPHBECTH K TMPSIMOMY WIH KOCBEHHOMY MaTepHallbHOMY yIiepOy
JOILIKOJIBHOMY 00pa30BaTeIbHOMY YUPEKICHUIO.

4.1.4. HapymieHue COTJaCOBAHHOCTH JIaHHBIX B TNIEPCOHAIBHBIX JAHHBIX paOOTHUKOB U
BOCIIUTAHHUKOB M OOYYaIOIMIUXCS BCIEACTBHE COOEB (OTKAa30B) MPOrPaMMHOTO U allapaTHOTO
obecrnievyeHus, a TaKke OIMHUOOK MepcoHaa JOMKOILHOTO 00pa30BaTEIbHOTO YUPEKACHHUS.

Hcrounnku yrpo3bl — MporpaMMHOE U ammapaTHoe oOecreueHue, MepCcoHa JIOMIKOJIBLHOTO
00pa3oBaTEIbHOTO YUPEKICHHSI.

Crnioco0 (MeTo) peasu3anuu yrpo3bl — coou (0TKa3bl) MPOTPaMMHOTO 00ECTICUCHUSI ¥ OIITUOKH
MepcoHaia JIOMKOIbHOTO 00pa30BaTeIbHOTO YUPEKACHUS.

Hcnonb3yemble yI3BUMOCTH — HEJIOCTATKU MEXaHU3MOB 00€CIIEUEeHUS COTJIACOBAHHOCTH JAHHBIX
B b/ AUC, cBsi3aHHBIE C BO3MOKHOCTHIO HAPYIIEHUS COTJIACOBAHHOCTH.

Bung wHpopManMu, NOTEHHHAJIbHO MOJBEP/KEHHOW Yrpo3e — TIEPCOHAIBHBIE JaHHBIE
pabOTHUKOB M BOCIIUTAHHUKOB.

Hapymaemblie cBoiicTBa 0€30MaCHOCTH AKTHBOB — JJOCTOBEPHOCTb, IIEIOCTHOCTb.

Bo3mo:kHbIe MOC/IeICTBUSI peain3allMi YIPo3bl — PacCcOTIaCOBAaHUE B MEPCOHANbHBIX JaHHBIX
pabOTHUKOB U BOCIIMTAHHUKOB, XpaHuMbIX B BJ AVIC, 4yT0, B CBOIO Ouepe/ib, MPUBEIET K BOSMOKHOMY
HAHECEHHUs] MOPAJBHOTO W/WIM MaTepuajbHOro yiiepda JOLIKOJIbHOMY 0Opa3oBaTelbHOMY
YUPEKIACHUIO.

4.15. OcymecTBieHue aocTyna (03HAKOMIJICHHS) C TMEPCOHANBHBIMH JaHHBIMU BOCIUTAHHHKA,
oOyuaromierocss XpaHuMbIMu U oOpabateiBaembiMu B AWC, Ge3 cornacus cyObeKTa MEepCOHAIbHBIX
JAHHBIX (3aKOHHOTO MPEJCTaBUTENS) HJIM OKOHYAHHS CPOKA JAEUCTBUS TAKOTO COTJIACHS.

Hcrounnku yrpo3nl — yrmoJIHOMOUYEHHBIE HAa JIOCTYN K MEPCOHAIBHBIM JaHHBIM BHYTPEHHHE U
BHEIITHUE MOJIH30BATEIH.

Cnoco0 (Meroa) peajm3auuMu Yrpo3bl — OCYIIECTBJICHHE JOCTyNa K MEPCOHAIBHBIM JaHHBIM
BOCIIMTAaHHUKOB C MCIIOJIb30BaHMEM IITATHBIX CPEJCTB, MPEIOCTABIAEMBIX MPOTrPaMMHO-aMMapaTHbIM
obecnieuennem ANC.

Hcnoab3yemble yA3BUMOCTHM — HEIOCTaTKM MEXAHHW3MOB 3aIlMThl IEPCOHAJBHBIX JAHHBIX
oOyyaromerocsi, CBS3aHHbIe ¢ BO3MOXKHOCTBIO JIOCTYNA K HUM 0€3 NMUCBMEHHOrO corjacus cyObeKTa
NEPCOHATIBHBIX JAHHBIX UJIH MOC]IE OKOHYAHMSI CPOKa ero JeHCTBUS.

Bun wuHdopManuu, NOTeHUHAJIBbHO MOABEP:KEHHOH Yrpo3e — T[E€pPCOHAIbHBIE JIaHHbIE
BOCITUTAHHHUKOB.

Hapymaembie cBoiicTBa 6€301aCHOCTH — KOH(PUACHIIMATBHOCTb.

Bo3moskHbIe TNOC/IEACTBUSl peajM3allid Yrpo3bl — HECAaHKIMOHHPOBAHHOE O3HAKOMJICHHE C
NEPCOHATBHBIMU JIaHHBIMU BEAET K HAHECEHHI0O MOPAJbHOTO W/WIM MaTepHalbHOrO yiepoa
oOyyaronemMycsi u3-3a HECAaHKIIMOHUPOBAHHOTO PACKPHITHsI KOH(PHUASHIINATbHONH HHPOPMALIIH.



4.1.6. Bueapenue B HMH(POPMAIMOHHYIO CHUCTEMY OOpa30BaTEIbHOTO YYPEKIACHUS BUPYCOB H
JPYroro BPEAOHOCHOTO MPOrPaMMHOTO 00ecIieueHus IpY B3aUMOJICHCTBUN C BHEITHUMHU CUCTEMaMH, a
TaKKe MOJIb30BATEIISIMU C HOCUTENEH HHPOPMaINK, UCIOIb3yEeMbIX HAa aBTOMAaTH3UPOBAHHBIX pabounx
MecTax.

Hcrounnkm yrpo3bl — BHYTPEHHHUE 10JIb30BATENM U IIEPCOHAN JIOIIKOJIBLHOTO 00pa30BaTEIbHOTO
YUPEKAECHUS], BHEIIIHUE CUCTEMBI.

Cnoco0 (Meron) peanu3aluM Yrpo3bl — BHEAPEHUE BHUPYCOB M JPYroro BpEIOHOCHOTO
MPOrpaMMHOTO OOeCTIeYeHHs TpU B3aUMOJCHCTBUHM C BHEIIHMMHU cucTeMaMu ((ailioBslii 0OMeH,
AIIEKTPOHHAs TOYTa W T.II.), @ TAKXKE NPHU HCIOJIB30BAaHUM CHEMHBIX HOCHTENEeH WHpOpManuyd Ha
aBTOMAaTU3UPOBAHHBIX paOOUYMX MECTaX.

Hcnonb3yemble yI3BUMOCTH — HEJOCTAaTKM MEXAaHHU3MOB 3aIUThl MHPOPMALMOHHON CUCTEMBbI
00pa30BaTENLHOTO YUYPEXKIECHUS OT BHEAPEHUS BUPYCOB M JPYroro BPEJIOHOCHOTO IPOrPaMMHOTO
o0OecrieyeHus, CBSI3aHHBbIE C BO3MOXHOCTBIO BHEIPEHHS BHUPYCOB M JPYroro BpPEIOHOCHOTO
MPOTPaMMHOTO 00€CTIeUeHUS.

Bua uHpopmanum, noTeHUHAJBbHO NOABEP;KEHHOH yrpode — IporpaMMHoOe oOecnedeHue
MH(OPMALMOHHON CUCTEMBI JOIIKOJIBHOTO 00pa30BaTEIbHOTO YUPEKACHHUS.

Hapymaemoe cBoiicTBO 6€30I1aCHOCTH AKTHUBOB — [[€JIOCTHOCTb.

Bo3mokHble mocieacTBUS peaau3allii yYIrpo3bl — HapyLIEHHE PEeXUMOB (YHKIIMOHHUPOBAHUS
MH(OPMALIMOHHONH CUCTEMBbl 00pa30BaTEeNIbHOTO YydpexkaeHus, mnoreps (yrpara) M HCKa)KeHHE
nH(pOpMalllY, CHIKEHHE YPOBHS 3alUIIEHHOCTH WH(OPMAIIMOHHOW CHUCTEMBI JOIIKOJIBHOTO
o0pa3oBaTeNIbHOTO YyupexaeHus. Bener K BO3MOXHOMY MaTepuaJbHOMY YIIepOy AOUIKOJIBHOIO
00pa30BaTeNIbHOTO YUPEKICHUS.

4.1.7. OcyuiecTBiieHUE HECAHKIIMOHWPOBAHHBIX MH(OPMALMOHHBIX BO3JEHCTBUN (MOIUdUKaLUs
KOH(UTYypallMOHHBIX JIaHHBIX MPOTPaMMHO-aNIapaTHBIX CPEACTB, MNOI00p ayTeHTU(UKALHOHHOM
nHpopManuu W T.I.) Ha HUHPOPMAIMOHHYID CHCTEMY 0Opa3oBaTEeIBHOTO  YUPEKICHHS,
OCYILIECTBIISIEMBIX U3 BHEIITHUX CUCTEM.

HcTounnku yrpo3bl — BHEIIHUE 3710 yMBIIIEHHUKH, BHEITHUE CUCTEMBI.

Crnoco0 (MeTo) peaju3alui yrpo3bl — HECAaHKIIMOHUPOBAHHBIC HH(DOPMAITMOHHBIE BO3ACHCTBUS
C UCIOJIb30BaHUEM CIIEUATM3UPOBAHHOTO MPOTrPAMMHO -allllapaTHOTO 00eCIIeYeHHUS.

Hcnonb3yemble ySI3BUMOCTH — HEJIOCTAaTKHM MEXaHU3MOB 3aIIMThl MH()OPMALIMOHHOW CHUCTEMBI
JOILIKOJIBHOTO 00pa30BaTeNIbHOTO YUPEXKIEHUS OT HECAaHKIIMOHUPOBAHHBIX BHEIIHUX BO3ACHCTBUIA.

Bun wundopmanmu, noTeHUMAJbHO TMOABEP/KEHHON Yrpode — IIPOrpaMMHO-aINapaTHOE
obecrnieueHre HHMOOPMALIMOHHON CUCTEMBI 00PAa30BATENLHOTO YUPEXKACHUS.

Hapymaembie cBoiicTBa 0€30MaCHOCTH AKTHUBOB — KOHQUACHIIUATIBHOCTD, LIEJIOCTHOCTb.

Bo3mokHbIe mociecTBUS peau3aliu yrpo3bl — HApPYLUIEHUE PEKUMOB (DYHKIIMOHUPOBAHUS
MH(OPMALIMOHHONW CHUCTEMBI 00Pa30BATENBHOTO YUPEKJCHHUS, CHIKEHHUE YPOBHS 3alllUIIEHHOCTH
nH(OPMALIMOHHON CHCTEMbI 00pa30BaTEIbHOTO YyupexkaeHus. Bener Kk BO3MOKHOMY MaTepUaIbHOMY

yiiepOy.

4.2. Ioantuka u neau oezonacuocru ajaa AUC
AWC nomxHa 00eCIICUUTh ClIeI0OBaHUE MPUBEACHHBIM HIDKE MPaBUjaM 0e30MMacHOCTH:

1. JomxHa ObITh OoOecriedeHa perucTpanus U ydeT MojydyeHHs (BKIIoYas yKa3aHHe CpoKa JEHCTBHS)
COIJIacUsl 3aKOHHOTO IMPEJICTaBUTENs BOCIMTAHHUKA MIM oOywaromerocs Ha 00paboOTKy
IIPEJOCTaBIEHHBIX UM 00pa30BaTENbHOE YUPEXKICHHE TEPCOHATBHBIX JaHHBIX.

2. JlomxHa ObITh oO0ecredeHa BO3MOXKHOCTh HAJEKHOIO XpPAaHEHUs IEePCOHAIBHBIX JAaHHBIX
paOOTHHUKOB M BOCIIMTAHHUKOB (B TEUEHME JEHCTBHUS CpOKa TPYAOBOTO JOTOBOpA U pa3pelIeHHs
(cornmacus) Ha 00paOOTKY MEPCOHAIBHBIX TAHHBIX COOTBETCTBEHHO).

3. JlomxkHa ObITh oOecrieueHa BO3MOXKHOCTH Oe3omacHoro BoccTaHoBieHus AVWC mocie cOoeB u
OTKa30B IPOrPaMMHOT0 0OecrieueH st U 000pYyA0BaHHUSL.

4, I[OJ'DKHE[ ObITh OOecIieueHa 3amuTa I/IH(I)OpMaI_II/II/I, COCTAaBIIAIOIIEH NEpCOHAJILHBIC JTAHHBIC
pa6OTHI/IKOB, BOCIIMTAHHHUKOB, 06yqalonmxc51 npu c¢ 06pa60T1<e, XpaHCHHUU W TIepcaadc
CIICUAJIN3UPOBAHHBIMHA CPCACTBAMU 3alIUTHI.



JlomkHO OBITH 00CCIIEYEHO HANMYWE HAJICKANINX, 3alMIICHHBIX OT HECAaHKIIMOHUPOBAHHOTO
WCIIOJIb30BAHUSI, MEXaHU3MOB PETUCTpAllMK U TIpeaynpexacHus aamunuctparopa AUC o mo0bix
COOBITHSX, OTHOCAIINXCA K Oe3omacHocT AVC.

JlomkHO OBITH OOECIEUEHO HATUYHME HAISKAMUX U KOPPEKTHO (DYHKIIMOHUPYIOIIUX CPEJICTB
aJIMUHHUCTPUPOBAHUS OE30MACHOCTH HH(GOPMAIMOHHON CHUCTEMBI 00pPa30BATEIILHOTO YUPEIKICHHUS,
JIOCTYITHBIX TOJIBKO YITOJJHOMOYEHHBIM aIMUHUACTPATOPAM.

JloyKHBI OBITH TPEIOCTABJICHBI MEXaHHM3MBI ayTeHTU(UKAIMH, OOSCICUMBAMOIINAEC aJCKBATHYIO
3aIUTY OT MPSMOTO WM YMBIIUICHHOTO HapyIICHHs OE€30MacHOCTH HAPYIIUTEISMH C HHU3KHM
MOTEHIMAJIOM HaIllaJICHHUS.

JlomkHBl  OBITH  00ECIIEYCHBI MEXaHWU3MBl TI'eHEpAlMH, HAWISKANEro ¢ 3al[UIICHHOTO
pacmpesenieHusi, YHUITOXKEHUST KIIOYeBOH WH(POpPMAIUHU, a TaKKe MEXaHW3Mbl MUQPOBAHUS, U
dbopMupoBaHHsST  DJIEKTPOHHOW  mudpoBol  moamucw.  JlaHHBIE  MEXaHU3MBI  JIOJDKHBI
(YHKIIMOHUPOBATH B COOTBETCTBUU C CEPTUPHUITUPOBAHHBIMU AJITOPUTMAMHU.

4.3. loauTHKA U HeJIH 6e30NacHOCTH A cpeabl pynkunonupoBanuss AUC

Cpena ¢yukiuonupoBanuss AWC nomkHa oOecreuuTh CJeA0BaHUE MPUBEJACHHBIM HUKE

npaBuiIaM 0€30MacHOCTH:

1.

JomxHa ObITh oOOecredyeHa WH)KEHEPHO-TEXHUYECKash YKPYNHEHHOCTh OOBEKTOB pa3MelleHUs
cUcTeMbl 00pabOTKM, XpaHeHHS U Tnepenadn uHGOPMALUMHU, COJEp)Kallel CBEAeHHs O
MEePCOHATbHBIX JAHHBIX.

OOBEeKThl pa3MeIIeHUs] CUCTEMbl 00pabOTKU, XpaHEHHsI M Tepenadd MHPOpMaIiH, coaepKaiieit
CBEICHHUS O TEPCOHAIBHBIX JaHHBIX, JOJDKHbI OBbITh OOOpYJOBaHBI CUCTEMOW OXpaHHOMN
CUTHAJIM3aLUH.

JlomxHa OBITh MCKIIIOYEHA BO3MOXHOCTh HECAHKI[MOHUPOBAHHOTO (PU3MYECKOT0 AOCTyHa K
IIPOrpaMMHO-AIIAPATHBIM AJIEMEHTAaM CHCTEeMbl 00pabOTKH, XpaHEHUs U Iepenadd MH(opMaIuu,
coJiepaKalleil CBeJIeHNs O NEPCOHANIBHBIX JaHHBIX, CO CTOPOHBI IOCTOPOHHUX JIULL.

Ha o6bexTax cuctembl 00pabOTKH, XpaHEHUS W mepeaayn nHPOpMAaIH, CoAepIKalel CBEACHHS O
MEPCOHANBHBIX JaHHBIX, JOJDKHO OBITh 0OO0ECIEUeHO HalMYMe W HaJIe)Kallee HCIOJIb30BaHHE
CpE/ICTB aHTUBUPYCHOH 3alllMThI, CEPTUGUIIMPOBAHHBIX MO TpeOoBaHHUAM Oe30macHOCTH. J0KHO
OBITH 00ECTICUCHO PETYNIIPHOE OOHOBIICHUE aHTUBUPYCHBIX 0a3.

OOBeKTBl cuCTeMbl 00pPaOOTKH, XpaHCHHS W Tepenayn HH(pOpMaIuu, CoAepiKalleid CBEICHHS O
MEPCOHATBHBIX JTAHHBIX, JODKHO OBITH MOJKIFOUEHBI K BHEITHUM BBIYHCIUTEIBHBIM CETSM OOIIEro
MOJIb30BAaHMSI C  KCIOJIb30BAaHHEM  HAJJISKAIIMX CPEICTB  MEKCETEBOTO  AKPaHUPOBAHWS,
CepTHU(PHUIIMPOBAHHBIX 11O TPEOOBAHUSIM 0E30TIACHOCTH.

Ha o0bekTax cuctembl 00pabOTKH, XpaHEHUS U mepenadn HHGOpMaIuK, CoAepiKaieid CBEICHHS O
MEPCOHANIBHBIX JIAHHBIX, JIOJDKHO OBITh OO0CCIIEYeHO OTCYTCTBHE HEINTATHBIX IMPOTPAMMHBIX
CpeACTB, HE UMEIOIIMUX OTHONIGHHE K Tmporeccy (YHKIMOHUPOBAHHUS  JIONIKOJIEHOTO
00pa30BaTEIILHOTO YUPEHKICHHS.

JlomkHbl  OBITH  OOECICUeHBl YCTAaHOBKA, KOH(QUI'YPUPOBAaHWUE U YIPABICHHE MPOrPAMMHO-
anmapatHeiMu cpenctBamMmu AMC B COOTBETCTBUU C PYKOBOACTBAMH U COTJIACHO OLIEHEHHBIM
KOH(UTyparusim.

[lepconan, otBercTBeHHBIH 3a ammuHucTpupoBanue AMC, nomkeH ObITh ONAroHaJCKHBIM H
KOMIIETEHTHBIM, H PYKOBOJICTBOBATHCS B CBOEH JIEATEIHbHOCTH COOTBETCTBYIOIICH TOKYMEHTAIIHEH.

VYnonHomoueHHole Ha pabory ¢ AMC onepatopsl JOMKHBI  OBITh  OJaroHaJekKHBIMH,
PYKOBOJICTBOBAThCS B CBOEM paboTe sKcIlyaTalMOHHOM JokymeHrtanuedr Ha AMC, a ux
COBMECTHBIE JEMCTBUS JIOJDKHBI OBITh HaNpaBIE€Hbl HCKIIOYUTEIBHO Ha BBIIIOJHEHHE CBOHUX
(GYHKIMOHATBHBIX 0053aHHOCTEH.
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